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Abstract—The DevOps Research and Assessment (DORA)
metrics have been widely accepted by the software industry as
a powerful method to quantify DevOps performance, leading to
significant interest in their measurement. Existing proprietary
solutions are highly customised, and require specific types of
cloud infrastructure, limiting their suitability for projects such
as libraries, frameworks, and open source projects. To address
this gap, we present a framework which operationalizes the
DORA metrics independently of a project’s software development
life-cycle or type of deployment. We demonstrate the general
applicability of this framework by using it to calculate the
throughput and stability of 304 popular open source repositories.
We find that the time-series data it produces provides meaningful
insights into the trending direction of a project’s recent and ret-
rospective throughput and stability performance, especially when
significant changes in metrics are correlated with major events
in the project’s history. We conclude with recommendations for
augmenting our approach with additional information such as
bug criticality when such information is available.

Index Terms—Technological, DevOps, DORA, Metrics, OSS

I. INTRODUCTION

Throughout the previous two decades, software teams have
increasingly prioritised software stability and developer pro-
ductivity [1]. This prioritisation has led to DevOps, a cul-
tural and professional movement that aims to bridge the gap
between software development and IT operations [2]. The
DevOps methodology aims to reduce the time and effort
required to bring new software and services to market through
the use of tools and techniques such as CI/CD (continuous
integration and continuous delivery), infrastructure as code
(IaC), automated testing, and agile development life-cycles.
Using a modern version control system such as git is a
common DevOps practice [3], and as such, most successful
projects use a git repository (or equivalent internal version
control tool) to store source code versions [4]. We leverage
this common dependency when designing our framework.
Today, many companies and projects assess their DevOps
practices and drive change based on metrics such as the DORA
metrics [5].

The DORA metrics were created by Nicole Forsgren, Gene
Kim, and Jez Humble to measure and compare DevOps
performance across organizations and are described in detail
in their book, Accelerate [6]. They were further popularized
by the annual State of DevOps Report [7], more recently
written by staff at Google. Accelerate [6] and the State of

DevOps Reports [1] have shown four metrics correlate with
IT performance: deployment frequency, lead time for changes
(these first two measure throughput), mean time to recover,
and change failure rate (these last two measure stability).
The DORA group has used data from 33,000 survey respon-
dents [7] to publish reported industry averages for each of
these metrics in the annual State of DevOps report. In recent
years, the software industry has widely adopted the DORA
metrics to measure software delivery and IT performance [4].
In a 2020 survey of 500 software professionals, Atlassian [5]
found that 93% of survey respondents believed DevOps per-
formance had a clear impact on business performance.

Despite popularizing the DORA metrics, neither Acceler-
ate nor the State of DevOps Report describe reproducible
methods for measuring a given project’s metrics. Existing
approaches using telemetry data are varied [8], but often make
assumptions that exclude many types of software projects
(such as open source ones), while proprietary solutions hide
implementation details. Indeed, the 2020 Atlassian DevOps
Trends Survey [5] found that while 95% of survey respondents
believed measuring DevOps performance with the DORA
metrics was important, 51% did not have an effective way
to do so, and 54% found it difficult to measure the effect
of DevOps progress. Existing solutions such as the Four
Keys Project 1 or GitLab DORA Metrics 2 impose restrictive
requirements on projects such as the usage of Azure DevOps
or GitLab Incidents, existence of cloud infrastructure and cor-
responding incident monitoring, or monitored build pipelines.
These restrictions prevent significant sub-communities of the
greater software industry from being served (such as open
source projects like libraries, frameworks, and programming
languages), and prevent fair, reproducible comparisons be-
tween the metrics of different types of projects.

The State of DevOps Reports [1] show the universal appli-
cability of the DORA metrics to projects of all types across
the entire software industry. They further provide performance
clusters for organizations to compare their internal measure-
ments against DORA’s survey results, but a lack of stan-
dardization in the calculation of said metrics makes accurate
benchmarks difficult. The inability to accurately compare the

1https://github.com/dora-team/fourkeys
2https://docs.gitlab.com/ee/user/analytics/dora metrics.html

https://github.com/dora-team/fourkeys
https://docs.gitlab.com/ee/user/analytics/dora_metrics.html


metrics of different projects excludes these solutions for use
in research, and makes it difficult for organizations to judge
their own performance. Additionally, current solutions cannot
accurately compare current performance to past performance,
making retroactive analysis or analysis of trend direction
difficult.

In our paper, we present a framework which operational-
izes the DORA metrics with significantly less restrictive
requirements about project structure and software development
processes. We propose that this framework can be used to
automatically measure the DORA metrics of a broad range
of projects across the software industry, both in real time
and retroactively. We show how these measured metrics can
be used to compare the DevOps performance of multiple
projects, and discuss alternative designs which can be used
when additional information is available.

The contributions from our research are as follows:
• A project-agnostic framework and implementation for

automatically measuring the DORA metrics.
• A dataset that includes the measured DORA metrics

for 304 open source projects hosted on GitHub with
comparisons to the State of DevOps Report benchmarks.

• Future research direction that builds on the insights
gained in this study about the applicability and limitations
of automatic DORA metric measurement.

The rest of our paper is organized as follows. Section II
presents the background behind the DORA metrics and how
we can mine GitHub to operationalize the DORA metrics.
Section III describes our framework, and defines the key
concepts we use and how we calculate the DORA metrics.
Section IV shows how the framework can be applied to a
sample of open source projects, and describes the insights
from applying the framework to this sample, including the
illustrative stories of three sample repositories. Section V
covers a discussion of the main insights we achieved, along
with future research directions. Section VI discusses threats to
validity. Finally, Section VII summarizes the implications of
this work.

II. BACKGROUND

In the following section we describe the four key DORA
metrics, and allude to how we will operationalize them so they
can be more broadly applied. We also provide background
information on how we will use git and GitHub.

A. The DORA Metrics

The DORA metrics emerged from years of research con-
ducted by the DORA group as the most reliable indicators of
DevOps performance. They consist of four metrics to measure
an organization or projects software delivery performance,
divided into two metrics for throughput, and two metrics for
stability.

1) Throughput Metrics: Deployment frequency is a key
metric that measures how often an organisation deploys new
software or updates existing software, and is often measured
as the number of deployments per year. A high deployment

frequency indicates that an organisation is able to quickly and
reliably deliver new software and updates, while a low deploy-
ment frequency may signal that the organisation is struggling
to keep up with the demand for new features and changes.
When analysed in conjunction with lead time for changes,
deployment frequency can represent a team’s throughput and
the rate at which they can deliver value to users. Strong
team throughput can improve customer satisfaction and drive
business growth [6]. Lead time for changes measures the
time difference between software being written and that same
software being deployed to users, and is often measured in
days. In practice, this means the difference between a git
commit being committed, and that commit being deployed
to production. A high lead time for changes often represents
bottle necks in the software delivery pipeline.

2) Stability Metrics: Mean time to recover measures the
amount of time it takes for an organisation to restore normal
service after an incident or disruption, and is often measured
in days. Along with change failure rate, mean time to recover
is central to software stability, which refers to the reliability
and availability of an organisation’s software and services.
Change failure rate measures the percentage of deployments
to an organisation’s software or IT systems that fail or result
in unintended consequences. This can also be considered as
the percentage of deployments which contain a bug. A low
change failure rate indicates that an organisation is able to
successfully implement changes to its software and systems
without causing disruptions or issues, while a high change
failure rate may indicate that the organization is struggling to
effectively manage and deploy changes.

3) DevOps Performance Clusters: The annual State of
DevOps Report [1] surveys software practitioners on their
organizations software delivery and IT operations practices.
This data is then analyzed using a latent class analysis [9] to
produce an optimal number of clusters [10] which best classify
the dataset. These clusters are then labelled low, medium, high,
and elite. (Depending on the specific report, the elite cluster
is sometimes a subset of the high cluster, and is sometimes
omitted entirely.) DORA describes organizations classified as
part of the high and elite clusters as those organizations that
effectively use DevOps practices such as continuous delivery,
cloud technologies, and automation, while organizations that
are classified as members of the low performance cluster,
tend to work in silos, use on-premise infrastructure, and are
resistant to operational change. The report also publishes a
benchmark chart for readers to compare third party organiza-
tions to each of the performance clusters. This chart describes
the range of each of the DORA metrics for each cluster, and
is shown in Table I. We will use this set of benchmarks to
compare our data to the clusters defined in the State of DevOps
Report.

B. Git and GitHub

In our study, we consider open source projects that use git
and are hosted on GitHub.



TABLE I
2021 STATE OF DEVOPS REPORT CLUSTER BENCHMARK [1]

DORA Metric Performance Cluster
Elite High Medium Low

Deployment Frequency Multiple per day Once per week to once per month Once per month to twice per year less than twice per year
Lead Time for Changes Less than one hour One day to one week One to six months More than six months
Mean Time to Recover Less than one hour Less than one day One day to one week More than six months
Change Failure Rate 0%-15% 15%-30% 15%-30% 15%-30%

Internally, git organizes commits into a directed acyclic
graph [11], referred to as the commit graph or commit tree,
where commits are represented as nodes. Each commit (be-
sides the root) has exactly one parent, and git stores a directed
edge to that parent. This structure allows project contributors
to track the evolution of the project codebase over time, and
enables powerful features such as branching and merging. One
algorithm which takes advantage of this structure is the SZZ
algorithm.

Introduced by Śliwerski et al. [12], SZZ aims to link a
bug-fixing commit to a bug-inducing commit to identify the
source of a bug. To do this, it traverses the git commit
graph of a project backwards from the bug-fixing commit,
examining each commit with a diff tool. It compares each
of these commits to the bug-fixing commit until it finds one
or more commits which match the lines changed in the bug-
fix. Despite being the standard for bug identification, SZZ
has been shown to miss bug-inducing commits, as well as
mislabel regular commits as bug-inducing [13]. Numerous
improvements have been suggested, including ignoring whites-
pace and comments [14]. We will use SZZ, along with the
recommended improvements, in our calculation of change
failure rate.

In the open source community, an increase in the use of
DevOps practices has led to more reliance on GitHub [15].
GitHub is a web-based platform for hosting and collaborating
on software projects. It hosts a project’s git repository and
provides tools and features that support the DevOps approach,
such as CI/CD, issue tracking, and a limited project manage-
ment platform. Other platforms, such as GitLab and Bitbucket,
offer similar features.

On GitHub, “issues” are created by project contributors as
a way to represent and track bugs, feature requests, and other
project tasks. GitHub issues have labels, which are tags used
to categorize issues of similar types. For example, an issue
might be labelled “bug” if it is a bug report or “enhancement”
if it is a feature request. Issues can also be assigned different
states, such as “closed as completed”, “closed”, or “open”, to
help developers keep track of the status of each task. Issues are
closed when the work associated with them no longer needs
to be done. There are multiple reasons an issue can be closed,
such as when the underlying bug has been fixed, the requested
feature has been completed, or the project team has decided
that the issue is not important or is invalid. The “close” event
can sometimes be triggered directly by a commit which uses
a descriptive commit message, such as “Closes #138”, or by

the “merged” event of a linked pull request.
Whenever an event related to an issue occurs, this event

is linked to the issue by its timeline. These events include
comments, labels being added or removed, state changes, or
mentions from pull requests. The issue timeline is a useful
tool for developers as it provides a comprehensive overview
of the issue’s entire lifecycle, making it easier to understand
the context of the issue and how it was resolved.

Next we describe the framework design and how we lever-
age the above features of git and GitHub for calculating the
DORA metrics of projects hosted on GitHub.

III. A FRAMEWORK FOR COMPUTING THE DORA
METRICS

In this section, we describe our framework for automatically
measuring our operationalization of the DORA metrics for
projects that use version control or project hosting software
(e.g., git and GitHub). Although our implementation is spe-
cific to git and GitHub, a similar approach can be used for
other environments. We describe our implementation of this
framework, the core terminology we use, and the algorithms
we rely on for computing the metrics.

A. Terminology and Definitions

Deployment. A deployment is defined as a git tag which fol-
lows a semantic versioning format and comes in a reasonable
order.

By “reasonable”, we mean that two consecutive git tags
must be created in order, such that the patch version is
incremented, or such that the minor or major version is
incremented, while all less significant versions are 0. However,
multiple “branches” of tags are allowed, such that two consec-
utive tags can be considered valid if they are ordered in relation
to a non-consecutive series of tags that appear nearby in the
ordering, even if their direct neighbours contain significantly
different major versions. In practice, this means that a project
can simultaneously release patches to a 16.x.x branch, as
well as to an 18.x.x branch, and that these deployments
will be correctly identified. The following sequence would
be considered a valid ordering: v16.3.2, v16.3.3, v18.0.1,
v16.4.0, v18.1.0, v16.4.1; while the following would not:
v16.3.2, v18.3.1, v16.3.4, v18.3.2, v16.3.3. In the latter case,
the v16.3.3 tag is considered out of order as it comes after the
v16.3.4 tag. In reality, this tag was likely a mistake, and was
intended to be v18.3.3, but since this cannot be determined
automatically, the tag is not considered to be a deployment.



While the definition of a deployment is the tag itself, it is
also important to consider the unique git commit which the tag
is applied to as the deployment, as this commit is synonymous
with the tag. This allows us to consider deployments as nodes
of the git commit graph, enabling concepts like containment,
which we describe later.

Our decision to use git tags to represent deployments
was made to serve the broadest range of projects possible,
including projects without clearly defined cloud environments.
Tagging software releases with versioned tags is a common in-
dustry practice [16], and as such we propose it as a reasonable
restriction. (Indeed many projects which do have clearly de-
fined cloud environments trigger updates to said environments
upon the creation of new tags [16].) In a literature review of
sixteen articles on the DORA metrics, Sallin et al. [8] describe
for the purposes of automated measurement [of the DORA
metrics], a deployment is defined as a new release, while Rios
et al. [16] describe tags as being synonymous with releases for
the purpose of git workflows.

While we use a broad definition of a deployment, we do
acknowledge that a more restrictive definition of a deployment
may be useful for specific studies, such as limiting deploy-
ments to tags which increment the major version, or excluding
tags which have been marked by GitHub as a “prerelease”, or
which were created by bots.

Failure. A failure is defined as a GitHub issue which is in the
“completed” state, is labelled with a string indicating that the
issue contains a bug, is not labelled with a string indicating
that the issue is something other than a fixed bug, and is fixed
by a commit.

Labels which indicate that a GitHub issue is a bug can
take different forms from project to project, but will generally
contain the word “bug”, either at the beginning of the label, or
prefixed with a hyphen, space, or colon. Likely examples are
“bug”, “type:bug”, “kind-bug”, and “confirmed bug”. Labels
which indicate that an issue is not a fixed bug contain
keywords such as “invalid”, “wontfix”, or “feature”. This extra
step is required as some issue reports will be labelled as
“bug” by the reporter, but eventually tagged as “wontfix” by
a contributor.

We acknowledge that other interpretations of failures exist,
and that our definition is quite inclusive. We discuss the im-
plications of this decision further in Section V. Indeed, Sallin
et al. describe failures as requiring “human interpretation”
and being “difficult to automate” [8]. The terminology fixed-
failure may be more effective and descriptive for our use-case,
but we have chosen failure in order to stay consistent with
Accelerate [6] and the State of DevOps Report [1].

Containment. A git commit is contained by a deployment if
it is reachable on the git commit graph by the deployment, but
not reachable by any previous deployments.

Since deployments exist on the commit graph through the
unique commit associated with the deployment’s tag, the com-
mit graph can be used to determine the relationship between

specific commits and specific deployments. By traversing the
commit graph backwards from the deployment, a set can be
formed of all of the commits reachable from the deployment,
representing all of the commits which are chronologically
previous to the deployment, and on the same branch, or
a branch which eventually merges. Then by repeating this
process for the previous deployment, the difference between
these two sets represents all of the new commits which are
logically included by the deployment being examined. Our
approach to containment mirrors that of the range strategy
proposed by Pinto et al. [17]

Fixed. A failure is fixed by a commit if the commit is included
directly by GitHub’s “closed” event for the failure, or if it is
included in a pull request which links to the failure.

Contributors can close GitHub issues either automatically
or manually. To automatically close an issue, contributors can
create a commit message which references the issue they
desire to close by number, prefixed with a “#” symbol and
the word “closes”. An example commit message may be
“Fixes the null exception, closes #132”. This commit will
direct GitHub to automatically close issue 132, and as such
the commit is said to “fix” issue 132. Contributors can also
manually close an issue when they decide that it has been
addressed. In the event that this issue was fixed by new
commits, those commits usually come in the form of a pull
request which will reference the issue being fixed. In this case,
the merge commit of the pull request being merged is said to
“fix” the issue.

Some projects do not follow this documentation strategy,
and commit bug fixes without appropriate documentation, or
provide documentation which GitHub is unable to detect, and
therefore is unable to use to create a link between the commit
and the issue. These projects are not suitable for automatically
calculating stability metrics.

Induced. Induced. A failure is induced by a commit if the
commit contains a bug that causes the failure.

Sliwerski et al. defined the term fix-inducing commits as
commits which cause problems and induce a bug-fix in the
future [12]. The term is synonymous with a commit which
causes a bug, and in this paper is extended to mean a commit
which causes a failure.

B. Computing the DORA Metrics

Using the terminology defined previously, we describe how
we compute the DORA metrics using four standardized al-
gorithms. Our framework was designed with GitHub mining
in mind, but can easily be modified to target non-GitHub or
even non-git projects. The throughput metrics of deployment
frequency and lead time for changes are mined only from git.
Other version control software such as subversion could be
mined for these metrics, assuming that they have equivalent
concepts for tags and commits and share a similar internal
structure to git repositories. The stability metrics of mean time
to recover and change failure rate are mined using GitHub



data, but only as a source of failures and bug-fixing commits,
which we chose to derive from GitHub issues. These could be
mined from other remote providers such as GitLab, or from
a CVE database, so long as a list of failures and bug-fixing
commits can be created. Indeed, recent versions of GitLab
provide a number of calculated metrics to support usage
analysis, and these metrics include the DORA metrics [18].

In our implementation, we use the SZZ algorithm [12] (we
use the recommended improvements from SZZ Unleashed [19]
which report better recall and precision) to create a list of bug-
inducing commits from the list of bug-fixing commits already
mined for mean time to recover, but this step and therefore
the SZZ algorithm can be replaced by a different method to
generate a list of bug-inducing commits.

We also note that in our algorithm for deployment frequency,
we define an arbitrary time range t0 to tn. This range can
be any time period being studied, or can be adjusted to a
standardized size, such as a month or a year. In our results,
we use the range of one year.

Algorithm 1 Deployment Frequency
1: Create the set D of deployments within the time period

t0 to tn
2: Calculate Deployment Frequency as |D|

tn−t0

Algorithm 2 Lead Time for Changes
1: Create the set C of commits and the set D of deployments.
2: Create the set P of all pairs (c, d) where c ∈ C and d ∈ D

such that c is contained by d.
3: Create the set PT of pairs (td, tc) for each (c, d) ∈ P

where td is the deployment time of d and tc is the commit
time of c.

4: Create the set T of times t for each (td, tc) ∈ PT where
t = td − tc

5: Calculate Lead Time for Changes as 1
|T |

∑
t∈T

t

Algorithm 3 Mean Time to Recover
1: Create the set C of commits and the set F of failures.
2: Create the set P of all pairs (c, f) where c ∈ C and f ∈ F

such that c fixes f .
3: Create the set D of all pairs (d, f) where d is a deployment

which contains c and (c, f) ∈ P
4: Create the set PT of pairs (td, tf ) for each (d, f) ∈ D

where td is the deployment time of d and tf is the time
when f is reported.

5: Create the set T of times t for each (td, tf ) ∈ PT where
t = td − tf

6: Calculate Mean Time to Recover as 1
|T |

∑
t∈T

t

Algorithm 4 Change Failure Rate
1: Create the set C of commits, the set F of failures, and

the set D of deployments.
2: Create the set P of all pairs (c, f) where c ∈ C and f ∈ F

such that c induces f
3: Create the set Df of all pairs (d, f) where d is a

deployment which contains c and (c, f) ∈ P
4: Create the set Du of all unique deployments d where

(d, f) ∈ Df and f is any arbitrary failure
5: Calculate Change Failure Rate as |Du|

|D|

IV. AUTOMATICALLY MEASURING THE DORA METRICS
OF OPEN SOURCE PROJECTS

To demonstrate the usefulness of our framework, we se-
lected 304 open source projects to measure and compare
the DORA metrics for. We first selected the top 1,000 most
starred GitHub projects in the programming languages C,
C++, Java, JavaScript, Typescript, Python, Go, Rust, PHP,
and Swift. Then, in order to ensure the projects met our
basic requirements of tagging version numbers and labelling
issues as bugs, we filtered the list to include only projects
which contained at least 50 recognizable deployments, and
100 recognizable failures. For each project in the final sample,
we used the framework described above to calculate the four
DORA metrics. We considered these metrics for each project
year over year, since they were created up until November
2022.

First, we describe the results of automatically measuring
the four DORA metrics on a per-year basis for the projects in
our sample from 2013 to 2022. Then, using the comparison
benchmarks set out by the 2021 State of DevOps report, we
compare these results to the performance clusters the report
also defined. We use 2021 for comparison as the DORA
metrics are “lagging” indicators, and our 2022 data is only
complete through November.

A. The DORA Metrics for 304 Popular Open Source Projects

Looking at the DORA metrics calculated for each year
for our sample projects overall, we found that the DevOps
performance of our sample has changed over time. Notably,
we found that deployment frequency has shown a consistent
increase, while mean time to recover doubled between 2016
and 2022 (see Fig. 1).

Considering the metrics for 2021 for our sample projects,
we found that the median deployment frequency was 24.5
deployments per year. The median lead time for changes for
our sample was 24.9 days, and the median mean time to
recover was 95.2 days. The median change failure rate was
60.4%. In Table II, we show the spread of each metric for
2021, and found a significant variance between the top 25%
and bottom 25% of projects for every metric.

B. Project storytelling using the DORA Metrics

In addition to looking at the aggregated DORA metrics
across our sample of open source projects, we explored three



TABLE II
2021 PERFORMANCE SPREAD PER METRIC1

Percentile Deployment Frequency 2 Lead Time for Changes 3 Mean Time to Recover 4 Change Failure Rate
Top 25% 116.2 5.1 26.5 19.8%

Middle 50% 26.2 26.8 97.9 59.4%
Bottom 25% 6.6 140.6 370.0 90.6%

1 Values are calculated as the mean of all projects within the percentile.
2 Deployment Frequency represents median deployments per year.
3 Lead time for changes represents median days between commit and deployment.
4 Mean Time to recover represents median days between failure and recovery.

Fig. 1. Performance distribution over the period of 2013 to 2022. Datapoints
are calculated as the median of all projects in the sample for the given year.
Deployment frequency (DF) is measured as deployments per year, lead time
for changes (LTFC) and mean time to recover (MTR) are measured in days,
while change failure rate (CFR) is a percentage value.

specific projects: according to the DORA metrics, one of the
top performing projects from our sample, one project with
moderate DevOps performance but clear project success, and
one of the worst performing projects from our sample. The
DORA metrics for these three projects are shown in Fig. 2
and they are overlaid on the 2021 State of DevOps Report
benchmarks. We briefly describe each of these projects and
share what interesting trends and insights the DORA metrics
can provide about them, while also highlighting some of the
shortcomings of considering the DORA metrics in isolation.

The JanDeDobbeleer/oh-my-posh project (referred to as P1
below) makes effective use of DevOps practices and is one of
the top performers in our study according to the four DORA
metrics. P1 takes advantage of many automation features
offered by GitHub, such as pull-request templates, repository
bots, and continuous integration. Despite its high performance
in our sample, it had a mean time to recover of 1.99 days in
2021 and would be considered only as a medium performer
according to DevOps report benchmarks. P1 also had a change
failure rate in 2021 of 31%, which falls slightly below even the
lowest cluster defined by the State of DevOps Report. What
the metrics do not tell us is that P1 receives limited funding,
and is primarily maintained by a single developer, who has
made 63% of all commits to the project. The efforts P1 has put
into DevOps practices has a clear community benefit, as there
are many examples of bug-reporters expressing gratitude for

the speed and effectiveness of bug fixes in the P1 community.
P1’s excellent mean time to recover and deployment frequency
show that the tool has excellent community support, and would
be a good choice to use or sponsor.

The second project we explored is the webpack/webpack
project (we refer to it as P2 below). P2 is a very successful
project [20]. It is a static module bundler for JavaScript
applications and is a core technology to the full-stack web
development industry [21]. Similarly to P1, one engineer
accounts for a significant percentage of the development of P2
but it does receive a significant amount of funding [22] and
employs a development and community management team.
This financial support indicates not only interest from the
community (P2 has 71,230 stars as of November 2022), but
that P2 is an important dependency for many development
teams and companies. However, when compared to the clus-
ters defined in the 2021 State of DevOps report, P2 would
only be considered as a medium performer in terms of its
DevOps practices, which does not capture the project’s clear
success. The State of DevOps Report and the Accelerate book
both mention that the DORA metrics correlate with business
outcomes, but this may be harder to show for open source
projects. However, it may also be that the benchmarks for
software projects in general do not work well as benchmarks
for open source projects specifically.

The third project we selected, as a low performing exam-
ple is LMMS/lmms, the Linux MultiMedia Studio, a music
production software project (we refer to it to as P3 below).
P3’s first release was in 2005 and since then it has received
consistent community engagement, with 7,036 stars as of
November 2022. In terms of its DORA metrics, it is one
of the lowest performers in our sample. Despite this, by
analyzing other metrics, we can see that this project is still
very active in its community. Figure 3 shows the DORA
metrics, some additional development metrics, and overlays
some keys events from 2014 until 2020. In 2016, we observe
a drastic reduction of the software delivery and operational
performance metrics (see Fig. 3-b). Looking further into its
history, we notice that the main contributor and co-founder
stopped contributing regularly in 2015. The commit frequency
of the aforementioned contributor decreased from 206 commits
per year from 2005-2015 to just 3 commits per year from
2016-2022. During 2015 (see Fig. 3-a), the project deployed
27 times, increasing from 10 deployments in 2014, but then
proceeded to deploy 0 times in 2016. From 2017-2020, P3



Fig. 2. Example of three open source repositories and their classification in comparison to the benchmarks defined by the 2021 State of DevOps Report [1].
(P1) oh-my-posh as High, (P2) webpack as Medium, and (P3) lmms as an example of a Low software delivery and operational performance repository.

had a deployment frequency of 3 deployments per year, and
has not deployed since.

Although the project’s DevOps performance has declined
and the team has lost an important contributor, community
interest and engagement has not disappeared. The total number
of stars has increased from 263 in 2014 to 5,052 in 2020 (see
Fig. 3-c). Additionally, even when the project’s DORA metrics
were at their worst in 2016, development did not stop, with P3
gaining 526 new issues opened, 334 pushes, and 521 commits
that same year from other contributors.

In summary, the three projects we explored in depth gives us
important insights into what the DORA metrics can and cannot
tell us. The metrics are a good starting point to get an overview
of a project’s software delivery performance, but further
context is needed in order to gain a complete understanding
of a project’s health. However, we found that analyzing and
visualizing the DORA metrics over time is a useful approach
to understand the history of a project, especially when this time
series data can be correlated with significant events, such as
changes in team size or membership.

V. DISCUSSION

Our exploration into automatically measuring the DORA
metrics of 304 open source projects yielded numerous points
for discussion. We start by discussing some of the differences
between telemetry and survey approaches to measuring the
DORA metrics, then compare our data with the survey-based
benchmarks set by the 2021 State of DevOps Report. From
there we investigate how our framework reveals dependencies
between each of the metrics, discuss some of our design
choices in more depth, and finally mention areas for future
research

A. Benefits of Telemetry Data

Sallin et al. mention in their work that the method used for
measuring the DORA metrics introduces different strengths

and weaknesses [8]. The State of DevOps Report methodology
relies on survey data. The advantage of survey data is that it
does not depend on specific DevOps tooling for the analysis.
However, with surveys, subjective responses and respondent
bias can be a concern, and indeed the most recent State of
DevOps Report in 2022 mentions that the respondents to that
survey may not have been as representative of projects that
effectively use DevOps practices compared to prior years [7].
This difference in responses may explain why their results in
2022 vary from the trends in the previous years. Survey fatigue
can also be a factor.

Using telemetry data in a standardized framework can create
accountability and remove the bias which may come from
subjective survey data. It allows studies to be reproducible,
something the State of DevOps Reports have previously been
criticized for [23]. Furthermore, terms such as “failure” can
be defined formally (removing human varied interpretations),
creating an even playing field for comparisons across multiple
projects.

Using telemetry data also allows for the creation of time
series comparisons, which in turn can support retroactive
analysis of major events in a project’s life-cycle. The effect
of adding new technologies to a project’s tool-chain, receiving
additional funding, or restructuring the development team can
be directly observed as changes (or the absence of changes)
in a project’s metrics. When examining the DORA metrics for
lmms (see Figure 3-c), it was apparent that a significant event
took place during 2015, despite traditional open-source metrics
such as stars and pushes remaining unchanged (or improving).
The DORA metrics may prove useful for retroactively ana-
lyzing other significant events in a project’s life-cycle, such
as the ones mentioned above. Research on this topic could
be expanded to include comparisons and predictions. Models
could be developed to help predict how a project’s DORA
metrics might change given certain decisions, based on how
those same decisions affected the metrics of similar open



Fig. 3. Exploring lmms repository events and software delivery and operational performance metrics over the years. Three highlights observed: (a) the
repository numbers when the main contributor and co-founder stopped contributing regularly in 2015. (b) 2016 as the first year observed where deployment
frequency is high. (c) Latest metrics observed for this repository was in 2020, a Low performer but with active community engagement.

source projects.

B. Comparing the Automatically Measured DORA Metrics
with the State of DevOps Report

In this section we compare our results to the 2021 State
of DevOps Report [1] benchmarks. While the report provides
these benchmarks for exactly this purpose, it is worth noting
that they are derived from survey data, and it is unclear what
methods survey respondents used to measure their metrics,
(the surveys are not reproducible). As such these comparisons
are only anecdotal, and show why a standardized framework
is needed for accurate comparisons.

Considering the 2021 State of DevOps report [1] benchmark
chart (see Table I), the median deployment frequency for our
sample of open source projects in 2021 would be classified at
the low end of the high performance cluster from the 2021
report, while the median lead time for changes would be
classified between the medium and high performance clusters.
However, both the median mean time to recover overall, and
the mean of the top 25% of projects by mean time to recover
(see Table II) would be classified between the low and medium
clusters according to the State of Devops report. The median
change failure rate was also significantly higher than the 15%-
30% benchmark which the State of DevOps report indicates
for even the low performance cluster.

When comparing the performance of individual metrics in
2021 to the benchmarks set out by the 2021 State of DevOps
report, 75.6% of projects included in our study would be
classified as high performers when considering only deploy-
ment frequency, while 78.2% would be considered medium
performers when considering only lead time for changes.
This indicates moderately high performance for throughput
compared to the clusters defined by the 2021 report. However,
we see a different picture for the stability metrics, as stability
would be considered lower for our sample. 76.8% of the

projects would be classified as medium performance when
only considering mean time to recover, and 76.3% of the
projects have a worse change failure rate than even the lowest
data points considered by the 2021 State of DevOps report.
We show a complete comparison of our sample to the 2021
benchmarks in Fig. 4.

This prioritisation of throughput over stability may come
from the type of projects included in the study. While outages
for software as a service (SaaS) products can have severe
consequences, versioned products such as frameworks and
libraries can have a culture of acceptance around bugs [24].
While a 25% change failure rate is classified as low perfor-
mance by the DevOps report, developing a framework where
three in every four releases have zero bugs is a significant
achievement. Similarly, a week-long outage for a software
as a service product is dramatic, while releasing bug fixes
within a week of their corresponding bug reports is certainly
within a reasonable time-frame for open source libraries [25].
However, we found that the bottom 25% of projects in our
sample had a mean lead time for changes of 140.6 days in
2021 and a mean mean time to recover of 370 days (see Table
II). This lead time indicates that many projects in our sample
are regularly deploying commits which approach or exceed
half a year in age, a practice which has clear security and
productivity implications.

C. Dependencies Between Metrics

By formalizing the methods for measuring the DORA
metrics, our framework reveals some interesting dependencies
between them. We can see that deployment frequency directly
influences all three of the other metrics. Although it is only
one of a number of factors driving the other metrics, a high
deployment frequency can allow projects to also have a low
lead time for changes, low mean time to recover, and low
change failure rate, while a low deployment frequency is either



Fig. 4. Distribution of projects in our sample, when comparing each DORA
metric from 2021 to the 2021 State of DevOps Report benchmark [1].

a sign of project stagnation, or a sign of missing DevOps
practices (noting that some open source projects may employ
DevOps practices using other tools outside of the normal
GitHub workflow). According to the laws of evolution, most
projects will innovate and change over time [26], and a low
deployment frequency bottleneck may mean little innovation is
happening. However, in the case of open source projects that
are stable and still useful, it may be expected that deployment
frequency decreases, even when the software is widely used
and some community members continue to request changes.

Despite this one way dependency, lead time for changes
is not directly correlated with deployment frequency, as a
different project reporting the same deployment frequency of
one deployment per year may still achieve a low lead time for
changes if the commits being deployed were all committed
in a short time period leading up to the yearly deployment.
As such, deployment frequency and lead time for changes are
both needed to capture a project’s throughput performance,
as each one independently does not capture enough context.
Similarly, mean time to recover is influenced by both of the
stability metrics.

Teams which regularly commit bug fixes within a couple
days of their corresponding bug reports will still report a
higher mean time to recover if there are bottlenecks in code
review (a high lead time for changes), or if the team does
not deploy a new version for a significant time period (a low
deployment frequency).

D. Effectively Representing Failures

Our inclusive definition of a failure allows our framework
to include a broad range of projects, but may produce worse
stability metrics than a project might expect. The State of
DevOps Report describes a failure to be any event which
leads to degraded service or requires remediation of any kind,
including a “hotfix” or “patch”. Our definition of a failure
is inclusive of all verified bugs which are eventually fixed,
regardless of criticality. While we decide to include all fixed
bugs as failures, we recommend that projects which record

bug criticality should use said criticality to better inform their
stability metrics. For example, if a project considers three
levels of bug criticality, a separate stability metric could be
calculated for each level, only considering failures of said
level.

Existing automated solutions consider failures to be inci-
dents reported by automated infrastructure monitoring sys-
tems. For projects without a clear cloud deployment (to a
server or similar infrastructure), this will not work. As such
we consider reported bugs to be the most reliable source of
a failure. This definition may fail to recognize bugs which
nobody finds or reports, or bugs which are never fixed.
Still, we consider it reasonable to exclude such examples, as
DORA themselves indicate that a failure requires a patch or
revision. While we identify bugs using GitHub, we designed
our framework such that bugs from other sources, such as SVE
lists, could easily be considered, and recommend future work
investigate this.

E. Research Directions

By formally operationalizing each of the DORA metrics,
we present a framework which can be used to study the
DORA metrics of individual projects, or compare the metrics
of varying samples of projects. We chose to study a limited
sample of previously neglected open source projects to show
the applicability of our framework, but call for future research
utilizing our framework to automatically measure the DORA
metrics for other lists of projects. The Linux Foundation’s
critical open source software projects list [27] would be an
interesting sample to investigate, as would older established
repositories, such as the Unix Kernel [28], to see how the
DevOps movement has affected these projects.

We see particular value in studying possible correlation
between the DORA metrics and other project quantities. The
State of DevOps Report [1] shows a strong correlation between
the metrics and business success, and these claims can be
replicated using a common framework for DORA metric
measurement. Specific quantities such as project funding, team
size, GitHub Stars, Twitter mentions, and Google search hits
could be investigated in relation to a projects DORA metrics.
For open source projects, research could also be done to
investigate if high DevOps performance correlates with project
survival [29] or developer satisfaction [30].

In addition to providing a standardized and replicable
method to measure the DORA metrics, our framework opens
the door for retroactive analysis of large events in a project or
organization’s history. We call for future research investigating
how changing leadership, changes to funding, or changes to
team structure effect a projects DORA metrics in the short and
long term future. Similarly, time series data allows studies
to investigate the trending direction of specific projects, or
subsets of the software industry. Studies could for example
investigate the trending direction of DORA metrics for projects
using Rust, compared to those using C++. These comparisons
are made possible by our standardized, project-agnostic frame-
work.



VI. THREATS TO VALIDITY

As our project is an initial investigation into automatically
measuring the DORA metrics, there are several threats to our
study, many of which point to future work as discussed earlier.
In terms of construct validity, the way we measure the DORA
metrics is a possible threat. We are fairly confident with how
we measure the throughput metrics, but are less confident with
how we measure the stability metrics. Other researchers have
also discussed challenges measuring change failure rate in
particular and likewise find that how this metric is defined by
DORA is not clear [8]. We also only measure failures which
are fixed, which is another threat. In calculating change failure
rate, we used the SZZ algorithm to map bug-fixing commits
to bug-inducing commits. While we applied recommended
improvements, such as excluding whitespace and comments
from diff-reports, the SZZ algorithm is known to show bias
and produce inaccurate results [13].

With respect to internal validity, we compared the DORA
metrics for the open source projects in our sample to the 2021
State of DevOps Report. However, we noted that this compar-
ison may not be entirely accurate given that the benchmarks
use survey data rather than telemetry data. Future work should
explore this threat, along with the validity of the State of
DevOps Report benchmarks.

In terms of external validity, we recognize our sample is
small (and not representative of all open source projects),
future work may consider larger and different samples as
we discussed above. In selecting the 304 repositories used
in the study, we had to strike a balance between filtering
repositories which did not adequately use GitHub and over-
biasing towards projects embracing DevOps. We chose to
exclude projects with fewer than 50 recognizable deployments,
and fewer than 100 recognizable failures. This ensured that
each project we included could produce a reasonable quantity
of telemetry data, but we may have excluded projects which
were in fact mature projects using GitHub, and simply had
extremely low rates of bugs or versions. This selection process
only showcased a subset of the open source community.

We make all of our scripts, tools, data and findings available
as part of our replication package 3, as well as an interactive
dashboard to visualize the metrics of specific projects in detail.

VII. CONCLUDING REMARKS

The DORA metrics have seen explosive adoption across
the industry for measuring DevOps performance and enabling
organizations to compare their metrics with industry bench-
marks. These metrics have been shown to correlate with busi-
ness success and developer satisfaction [1], however existing
methods to compute them are highly restrictive, requiring
specific types of cloud infrastructure, project structure, or soft-
ware development life cycle approaches. As such many types
of projects, such as libraries, frameworks, and programming
languages cannot currently measure their metrics [5].

3Replication Package: https://zenodo.org/record/7874612

Our study proposes a novel framework for automatically
measuring the DORA metrics in a project-agnostic way,
using telemetry data mined from a projects git and Github
repositories. We demonstrate the general applicability of our
framework by automatically measuring the DORA metrics of
304 open source projects on GitHub. We showed how our re-
producible approach allowed us to uncover interesting insights
into three specific projects, as well as reveal interesting trends
across the entire sample.

We find that our framework provides a standard way to
automatically measure and compare the DORA metrics of a
broad range of software projects, but we recommend augmen-
tations to our approach based on the availability of data such as
bug criticality. We provide a replication package, and we hope
that these contributions and our research encourages further
research and strategies to improve DevOps effectiveness of
projects across the software industry.
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